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Question: 1 


What is PHI? 


A. Protected HIPAA information 
B. Protected health information 
C. Personal health information 

D. Personal human information 


Answer: B 


Question: 2 


Which of the following are Cisco cloud security solutions? 


A. CloudDLP 
B. OpenDNS 
C. CloudLock 
D. CloudSLS 


Answer: BC 


Question: 3 


Which evasion method involves performing actions slower than normal to prevent detection? 


A. traffic fragmentation 
B. tunneling 

C. timing attack 

D. resource exhaustion 


Answer: C 


Question: 4 


Which encryption algorithm is the strongest? 


A. AES 
B. CES 
C. DES 
D. 3DES 


https://www.certkillers.net 


Questions & Answers PDF Page 3 


Answer: A 


Question: 5 


DRAG DROP 


Drag the technology on the left to the data type the technology provides on the right. 


Answer: 


TCPDump = Full packet capture 

Netflow =Sesion Data 

Traditional stateful firewall = Connection Event 
Web content filtering = Transaction Data 


Question: 6 


Which type of exploit normally requires the culprit to have prior access to the target system? 


A. local exploit 

B. denial of service 

C. system vulnerability 
D. remote exploit 


Answer: A 


Question: 7 


Which security monitoring data type is associated with application server logs? 


A. alert data 
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B. statistical data 
C. session data 
D. transaction data 


Answer: D 


Question: 8 


Which network device is used to separate broadcast domains? 


A. Router 
B. Repeater 
C. Switch 
D. Bridge 


Answer: A 


Question: 9 


Which term represents a weakness in a system that could lead to the system being compromised? 


A. vulnerability 
B. threat 

C. exploit 

D. risk 


Answer: A 


Question: 10 


Which option is an advantage to using network-based anti-virus versus host-based anti-virus? 


A. Network-based has the ability to protect unmanaged devices and unsupported operating systems. 
B. There are no advantages compared to host-based antivirus. 

C. Host-based antivirus does not have the ability to collect newly created signatures. 

D. Network-based can protect against infection from malicious files at rest. 


Answer: A 
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